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Keeping your computer current and trouble free
Aaron Robertson




Background

» Aaron Robertson Computers
> Consulting and Repairs

» Over 20 years experience with PCs

» Masters Software Engineering
- UWF

» NWFSC Primetime Computer Club Advisor
» President of NWFACUG



http://images.google.com/imgres?imgurl=http://www.rsgbshop.org/acatalog/Dum_PCs.jpg&imgrefurl=http://www.rsgbshop.org/acatalog/Dummies_Books.html&usg=__rqNbqZbr89YJoiBV-U25H7GoBxE=&h=250&w=200&sz=12&hl=en&start=90&um=1&tbnid=psZrsx0u4UAwGM:&tbnh=111&tbnw=89&prev=/images?q=pc+repair+for+dummies&start=72&ndsp=18&um=1&hl=en&safe=off&rls=com.microsoft:*&sa=N

% Antivirus 2010 %]
License key: No license key
Antivirus 2010
Protects your computer from malware
My Protecti My protection status
v y Frotection Antivirus program protects your computer against malicious programs and unauthorized access and provides
Protection of your computer security access to the network
— @ ENABLED
( ) Scan my Computer
4 ‘ Files and computer scan
Q Update Center @ ENABLED
Updating antivirus databases Operations system files and applications installed on your PC
Ay My Seilings © ENABLED
N
”&LJ Protection preferences
Browsing web sites, banking and online shopping, email and instant messaaing
Quick tasks System Scan ] [ Update Now
Activate your copy of
Antivirus 2010
and unlock all features
%) PCis threatened! [Trial Licence, Threat Detected!] 54 threats detected and 0 bad files found m
Antivirus 2010 Screen shot CLOSE x
Image 1 of 3




& Antivirus 2010 X
License key: No icense key
Antivirus 2010

Protects your computer from malware

i - 0,
My Protection Scaning your computer (Scanned - 39%)

¥
-
.

Protection of your computer Started: 15.10.2010 18:50 Scaned objects: 5587
Duration: 00:01:37 Threats detected: 3
Remain: 00:01:58 Suspicious files: 0
Scan my Computer
Scanning system (39%) Last scanned object:
c\System Volume Information\_restore{B67800AA-8B12-4BCC-BD37-6EAFE10C8519}\RPS
(T
Update Center
Dowrlloading updates (25%). Path Detected Status
c:\Program Fies\Intemnet Explorerjexplore.exe  AdWare.Redirect.xt Trojan detected
A : c:\Program Fies\Outlook Express\msoe. dll Email.Win32.Merond  Trojan detected
’ﬁh ‘ My Settings ¢:\Program Fies\Windows NT\dialer.exe Backdoor.Dialer. W32  Trojan detected
U4~ # Protection preferences
Activate your copy of
Antivirus 2010
and unlock all features | Remove selected || Remove all | | Stop scan |

3) PCis threatened! [Trial Licence, Threat Detected!] 3 threats detected and 0 bad files found Fix Now! |




Antivirus 2010

» Removes Spyware and Viruses
» Need to Purchase with Credit Card

» After entering Credit Card
> Blue screen of death (BSOD)
> |dentity may have Been Stolen

» Computer Repairs
- GEEK SQUAD - $120 - $300

- Local repair shop - around $85 hour




Rogue Software

» http://www.bleepingcomputer.com/virus-
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Malware Prevention

» Windows XP

> Vulnerable to an assortment of Malicious Software
- Run Malware Scans Regularly
- Malwarebytes Antimalware ***** Download.com

» Windows Vista / Windows 7
> Built in protection

- User Access Control A
- Do not disable this feature ! e
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Updates .. av

Windows*? .

» Software y ™

> Windows ;__5) "‘

- Office Java Adobe

- Applications
» Hardware

- Motherboard

- Video Card ~N

> Drivers AVIDIA

- | ,h_‘n -l



http://images.google.com/imgres?imgurl=http://www.linuxjournal.com/files/linuxjournal.com/ufiles/adobe%20logo.jpg&imgrefurl=http://www.linuxjournal.com/content/linux-product-insider-instant-internet-asus&usg=__Hh8VZysHuYghb_ADkWOGAwFRLAY=&h=400&w=400&sz=21&hl=en&start=1&um=1&tbnid=U8A3V1SdjAW9DM:&tbnh=124&tbnw=124&prev=/images?q=adobe&um=1&hl=en&safe=off&rls=com.microsoft:*&sa=N
http://images.google.com/imgres?imgurl=http://www.flowerhouses.com/video/quicktime.jpg&imgrefurl=http://www.flowerhouses.com/video/videos.htm&usg=__eozMVuKrIdJa9ZTypSCrDvF6Gq0=&h=295&w=295&sz=34&hl=en&start=2&um=1&tbnid=6TswkSHFdjOPXM:&tbnh=115&tbnw=115&prev=/images?q=quicktime&um=1&hl=en&safe=off&rls=com.microsoft:*
http://images.google.com/imgres?imgurl=http://itknowledgeexchange.techtarget.com/overheard/files/2008/02/java.jpg&imgrefurl=http://itknowledgeexchange.techtarget.com/overheard/java/&usg=__LOvUuQH4cEmWkaVjtsRcxKsWyAA=&h=300&w=300&sz=10&hl=en&start=1&um=1&tbnid=z5XUU3y3qdvPqM:&tbnh=116&tbnw=116&prev=/images?q=java&um=1&hl=en&safe=off&rls=com.microsoft:*
http://images.google.com/imgres?imgurl=http://www.hackcollege.com/wordpress/wp-content/uploads/2008/07/img_22491_windows_xp_logo.jpg&imgrefurl=http://vinitneo.wordpress.com/2008/10/04/windows-xp-expiry-date-extended/&usg=__7sn_6ZVInhRfJFgyJtC8YWimKcI=&h=450&w=450&sz=23&hl=en&start=1&um=1&tbnid=xLn7J9jZDQbrQM:&tbnh=127&tbnw=127&prev=/images?q=windows+XP&um=1&hl=en&safe=off&rls=com.microsoft:*
http://images.google.com/imgres?imgurl=http://moss.csc.ncsu.edu/~mueller/cluster/nvidia/nvidia_geforce_300.jpg&imgrefurl=http://moss.csc.ncsu.edu/~mueller/cluster/nvidia/&usg=__icP4OhFjIy1ZRINvujqxrewmmXg=&h=290&w=300&sz=24&hl=en&start=2&um=1&tbnid=83Hr01BRq-PiEM:&tbnh=112&tbnw=116&prev=/images?q=nvidia&um=1&hl=en&safe=off&rls=com.microsoft:*

Windows Updates

» Automatic Updates

> Automatic

- Download and you decide

- Notify you when updates are available
» Microsoft Updates

> This will update Microsoft Applications
- Office Updates

A
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Windows*?
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Adobe Reader

Applications

» Average user has 25 applications installed
- Updates fix bugs or add enhancements
- Upgrade to a newer version (may have to pay)

» Power users may have 100 applications.

- Hard to keep track of updates.
- May not want all the applications checking for
updates on system startup
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Update Tools

» Beware of fake updates !!

» Can check your installed software for
available updates.

» Free Update Utilities (Download.co
- UpdateStar
> FileHippo Update Checker
- Update Notifier
- SUMo - Software Update Monitor
- Can select software to monitor
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Important Updates

» Operating System
> Security Patches I =) mmm
» Browser S
- Security Patches = :-*':'----~‘—f,___‘
» Antivirus / Spyware / Malware
> Virus signatures

AVG

Anti-Virus System
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Hardware and Device Driver

Updates

» Drivers Updates may help prevent
- Computer Lockups > LATI
- Screen Freezes '-”-j*/r"’“”"

> Printing Problems
» Video Cards
» System/Motherboard

3
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System Startup

» Many applications add an update check to
startup

» Uses memory and system resources
» Slows down your system

» Take unnecessary items out of startup
> MSCONFIG
- Ccleaner
- Windows Defender (Control Panel)
> Spybot Search and Destroy
> Bleepingcomputer.com/startup
- Information on startup items



http://images.google.com/imgres?imgurl=http://www.chotocheeta.com/wp-content/uploads/2008/04/ccleaner.png&imgrefurl=http://www.chotocheeta.com/2008/04/17/ccleaner-keep-your-windows-clean-and-healthy/&usg=__vMDw-zEYF4pcLdHVxYGdui8-MLo=&h=256&w=256&sz=64&hl=en&start=2&um=1&tbnid=EeUX0Yd_XCDcaM:&tbnh=111&tbnw=111&prev=/images?q=ccleaner&um=1&hl=en&safe=off&rls=com.microsoft:*
http://images.google.com/imgres?imgurl=http://windowshelp.microsoft.com/windows/supportFiles/Help_How-to/cat_icon_security_256.png&imgrefurl=http://windowshelp.microsoft.com/Windows/en-NZ/security.mspx&usg=__f_uDwX0ZYZEV1unn-aLcwFns0mQ=&h=238&w=256&sz=50&hl=en&start=14&um=1&tbnid=faxHKbSI3e1S4M:&tbnh=103&tbnw=111&prev=/images?q=windows+defender&um=1&hl=en&safe=off&rls=com.microsoft:*

Tips

» Streamline your startup programs.

» Install progam updates when needed.

- Allow programs to check for updates when you run
them

» Setup virus and spyware scans to run
automatically if you leave your computer on
» Run full scans on a regular basis.
> Virus / Spyware / Malware

» Secondary Browser Installed
- Firefox, Opera, Avant




Should Have

» Recovery Partition

» Operating System CD/DVD
- Boot off the CD to Fix Startup errors
> Fix File System Errors
- Repair install (Windows XP)

» Utilities Disc
- Hard drive Utility
- Memory Utility
> Password Tool
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System Backup

» Complete System Backup
» Vista/Windows 7
» Backup Utility
» Backup Program
» Acronis / Ghost
» External Hard Drive
» USB / eSata

9 symaniee.

Norton Acronis® Truelmage Home
/ ge Home
— Ghost’



http://images.google.com/imgres?imgurl=http://i194.photobucket.com/albums/z155/warezsharez_august2/AcronisTrueImageHome11.jpg&imgrefurl=http://warezgod.bloger.hr/default.aspx?tag=appz&usg=__vlbMZtJmEu-NA5JQ_i12nPog7TY=&h=344&w=395&sz=14&hl=en&start=3&um=1&tbnid=pVS7YyVJLGQWGM:&tbnh=108&tbnw=124&prev=/images?q=acronis&um=1&hl=en&safe=off&rls=com.microsoft:*

Data Backup

» Data Files

» USB Drives
» Hard Drive
» Flash Drive
» On Line




Preventative Maintenance

» Hard Drive
- Check disk for errors
- Defrag
- Vista will run once a week.
> Cleanup Utility Run Daily
- Stephen Gould’s Cleanup
- Ccleaner
» System Registry
> Scan the registry for problems

- Norton System Works
- WinDoctor

- Ccleaner
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» Visit with the vendors and presenters

» Thank You For Attending




